SECURITYSOLUTIONS

BRIAN MCCARTHY

Security efforts still falling short

SURVEY FINDS COMPANIES PLACE EMPHASIS ON EFFECTIVE SECURITY BUT NONE ON USERS

OR THE PAST
four years,
the Com-

puting Technol-
ogy Industry
Association has
commissioned

a major study

on information
security threats and responses.
This year’s study revealed that
human error was responsible for
nearly 60 percent of information
security breaches experienced by
organizations during the previous
12 months. That figure was signifi-
cantly higher than the prior year,
when human error was blamed for
47 percent of security breaches.

Yet despite the prominent role that
human behavior plays in information
security, just 29 percent of the 574
organizations surveyed said that secu-
rity training is a requirement for the
IT staffs at their companies. Only 36
percent of organizations offer users
security awareness training.

For security technology solutions
to be truly effective, they must be
accompanied by training and mass
awareness of information security
issues. This education must be
pervasive throughout the organiza-
tion—from the ground floor server
room where the critical security
patch issued on Friday wasn't
installed until the following Monday
to the top-floor boardroom where
the CEO ignored policy, unzipped a
file and unleashed a new virus strain
across his company’s network.

Ironically, the lack of strategic
vision on the importance of secu-
rity education and training most
often occurs at the highest levels of
the corporate hierarchy. Executives
often have the least training for the
security-related issues and problems

that their companies encounter. As
a result, they often underestimate
the impact that security breaches
have on their operations.

Security administrators and
director-level managers who have
a greater degree of insight into the
day-to-day impact of these issues
often lack the analytical tools
needed to monetize the security
issues they face.

Increasing awareness at the execu-
tive level is most easily achieved by
quantifying problems and creating
business cases for solving them. One
approach is to demonstrate in real dol-
lars that the financial impact of secu-
rity breaches can be very significant.

Respondents to the CompTIA
survey were asked to monetize the
impact of the last security breach,
as well as the impact of breaches
over the last 12 months. The mean
values were more than $11,000
for the last security breach; and
just less than
$35,000 for
breaches over
the last year.
Some reported
a financial
impact above $50,000. So while a
“garden variety” breach may be little
more than an inconvenience, the
potential for serious financial harm
is always present.

Security awareness training, as
distinct from specialized security
training and certification for IT
and security staff, is obviously an
important part of security. But it has
not been implemented by a major-
ity of organizations. Just 36 percent
of the 574 organizations surveyed
indicated that their organization has
this kind of training in place. And
while 29 percent indicated that their
organization will implement it at

SECURITY SOLUTIONS MUST
INCLUDE TRAINING AND
AWARENESS OF ISSUES.

some point in the future, 35 percent
of organizations said they have no
plans to do so.

Yet among those organizations
that use security training, 84 per-
cent said that it has resulted in a
reduced number of major security
breaches since implementation; typ-
ically through increasing awareness,
giving staff the tools to better iden-
tify security risks, and improving
security measures in general and
response time of staff to problems.

The small amounts of time and
money invested in training may
suggest to end users that it is not
an organizational priority. Greater
awareness levels of the real benefits
of training and the risks associated
with not having it are needed at the
highest end of the corporate hierar-
chy to overcome this.

To be truly effective in preventing
and combating information security
threats, organizations need to take
further steps
by spreading
awareness and
knowledge from
a select group of
IT staff to larger
portions of their employee base.
Decision makers must become bet-
ter informed about the real costs of
security breaches and the real return
on investment available with both
security training and certification.

The best security technology
in the world won't work without
appropriate human intervention,
the skills of implementers and
the vision of managers to properly
deploy and apply it.

Brian McCarthy is the chief operating
officer for the Computing Technology
Industry Association (www.comptia.

org).

E4 eWEEK

NOVEMBER 20, 2006

www.eweek.com



Rick Shaw
Highlight

Rick Shaw
Highlight

Rick Shaw
Highlight


	News
	THIS eWEEK
	TOC
	ERIC LUNDQUIST: A Comdex hangover
	Spam surge linked to hackers
	SPAM

	UPDATE
	Borland keeps tools business
	PATENT DEAL UP IN THE AIR
	Tandem moves to guard e-mail
	ThinkPad X60 Tablet is enticing
	Virtual hurdles for Vista
	Veni, vidi, wiki
	WIKIS
	WIKIS
	WIKIS

	Using a wiki: A textbook case
	SPYWARE UNCHECKED
	Intel rolls out quad-core chips
	Cingular plays BlackJack
	Microsoft ships malware utility
	The Buzz
	SPENCER F. KATT: Her majesty's rumormonger

	OUR VIEW & Reader Mail
	OUR VIEW
	READER MAIL

	Labs
	Teamwork from ground up
	TEAMWORK

	JotSpot ups wiki ante
	JOTSPOT

	SharePoint integrates wiki capabilities
	From both ends to the middle
	INTEGRATION

	JIM RAPOZA: Keep it clean with AJAX
	Netgear provides a wireless outlet
	Opterons power new IBM server
	Ruckus keeps wireless clean
	PETER COFFEE: SOA success demands dexterity

	Security Solutions
	Making students safe, sound
	SMU

	BRIAN MCCARTHY: Security efforts still falling short

	CXO Solutions
	Finding IT missionaries
	IT PROS

	ANDY COWAN: Mastering IT and business metrics




